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Foreword

This report is written for Fontys Hogeschool as a thesis for my graduation. The aim of this report is to
give detailed information of the assignments that | performed during my internship, and how I
managed to accomplish all the assignments in this project. Besides that, this report is also written to
help the graduation juries assess the whole process that | have done in my final project.

The main reason | decided to do my graduation project at Accenture was because | am interested with
the system that handles business operations data at large enterprises. As one of the biggest IT
consultant company, | believe that working at Accenture will be an opportunity for me to get more
knowledge about these kind of system.

The opportunity to be able to work in a company like Accenture is priceless; hence | want to thank
them for giving me the chance. | would like to give a big appreciation to my company tutor, Guy
Hagemans, who had given me support and guidance during the project. | also want to thank Peter van
Gulik whom had given me detailed insight and description of the Oracle BRM system. Without their
assistance, |1 would never be able to complete all the assignments in this project.

I would also like to thank my school tutor, Henk Aarts for his feedbacks during the creation of this
thesis. His feedback ensures a high level of quality from all documents that will be submitted to
Fontys and also gave me valuable knowledge on how to write a good report.

I also want to thank my family in Indonesia and all of my friends, that always give support to each
other to get through hard times. Finally, |1 want to give my appreciation to people who have willingly
given up their time to read and give feedback to this thesis.

Fransiskus Prayuda
June, 2013
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Summary

This thesis aimed to give a detailed explanation of the process from a graduation project that was
carried by Fransiskus Prayuda, a 4" year ICT student of Fontys Hogeschool in Eindhoven, The
Netherlands. The graduation project took place at Accenture Technology Solutions, an IT consultancy
company located in Almere, The Netherlands. The graduation project took exactly 20 work weeks,
which began on February and ended in June 2013.

As an IT consultancy company, Accenture offers a lot of products and services. Enterprise Application
Integration (EAI) or system integration, along with the services needed to implement the system
integration into their client’s current systems are one of them. The system integration product already
contains various default tools, but usually the client has special wishes for a type of tools that are not
provided by those default tools. Because of this, Accenture and their clients have to spend a lot of time
and money to develop custom tools to fulfill the special wishes.

On the other hand, time to market is also an important factor for improving their client satisfaction,
which made Accenture realize that there can be a significant time and cost saving if they are able to
build a library of 3" party tools that can be reused for different client situations with similar request.
Because of this idea, Accenture is interested to see a proof of concept from one of the 3" party tools to
see the possibility of using reusable tools in their projects.

The tool that was chosen for this proof of concept is called Splunk, Splunk is a computer software that
is able to manage and indexes machine generated big data. The big data that is used in this proof of
concept came from the log files of a Dutch telecommunication company’s billing system. These log
files have very large size and extremely unstructured which make them rarely used even though they
holds valuable information about the system.

The proof of concept built in this project is able to help manage log files coming from the billing
system and analyze the events recorded in the log files. In general analyzing big data, even with
traditional data processing software, is proven to be extremely difficult and time consuming because
of their size and complexity. But by using Splunk, one will be able to manage big data files and it also
allow them to analyze the information it holds.

The proof of concept also proved that utilizing 3" party tools to fulfill Accenture’s client special
wishes is possible. Using 3" party tools will also help Accenture to reduce the time and cost required
to prepare the whole client solution. Because with 3" party made-ready tools, Accenture will only
need to configure the tool and it will directly able to work with the desired system.
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Glossary

3" party software

A software that developed by a different developer than the original vendor of the platform (in this
project the platform will be an integration system)

Accenture Knowledge eXchange (KX)

A knowledge library only accessible to Accenture employees which holds information from
previous projects, which can help other employees in future projects

Accenture Technology Solution (ATS)

A group of Accenture which focus on providing technology solutions and services to their clients
Begin anchor

Regex patterns used by Splunk to mark the beginning of the characters that have to be matched
Big data

Collection of very large data that make it impossible to process them using traditional database
management tools

Boolean expressions
Expression in programming language that will produce Boolean value (either true or false)
Client solution

A term used by Accenture consultant for the complete client’s system and the integration system
that will be implemented

Components

Software that build up the whole integration system (in this project the DM and CM are the
example of components inside Oracle BRM)

CSV(Comma Separated Value)
A file that stored data in plain characters and each of the value are separated using commas
Dashboard

A tool that give graphical presentation of business process or other particular object, this is usually
presented in a single page and specifically made to be easy to read

EAI (Enterprise Application Integration)

Software and systems that are used to integrate a set of enterprise applications. In this paper, EAI
is also written simply as integration systems
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End anchor
Regex patterns used by Splunk to mark the end characters that have to be matched
ESB (Enterprise Service Bus)

A method of distributed computing that is used for interaction and communication between two or
more software

Fields

A set of values (characters and / or numbers) that extracted by Splunk via the user given regex
Flatlist

A format of storing data that are divided by their category and are put in hierarchical structure
In-house software / development

When a company needs a piece of software, in-house development means that that software is
developed by programmers within the same company

Information Technology (IT) Systems

Term that used in this paper to describe the whole system that a company depends their business
process on (e.g. finance / accounting, customer relationship, manufacturing system, etc.). This
kind of system is usually called Enterprise Resource Planning (ERP)

Log files

A file where all the events happening are recorded by the systems. This allow the people who
maintain the system to know what activity happens inside it and it can also be used to diagnose
problem

On cloud

Term used to describe system that runs on another computer system which is connected via
network. The term is used because usually the user only need to run the client software in their
own system to use the whole software without knowing where actually it is stored, therefore it is
called running software on cloud / cloud service

On premise

The opposite of cloud service, to be able to use the program the user have to installed the whole
software package in their system

Open source

A term used for a program (with their source code) that is available to use or modifications by the
general public

Operation code (opcode)

A method used by Oracle BRM to communicate between each component (intern or extern)
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Oracle Communications Billing and Revenue Management System (BRM)

A revenue management system that specially built by Oracle for communication and media
service providers

Oracle Connection Manager (CM)

A component of Oracle BRM that provide an interface between clients and the rest of the system.
All client applications connect to the BRM system through a CM

Oracle Data Manager (DM)

A component of Oracle BRM which is used for accessing data in a storage system or legacy
system by translating requests from CMs into a SQL query that the database can understand

Parser engine

A term used in computer science for a type of analytic formal grammar which hold a set of rules
for recognizing strings (characters and numbers) in the language

Proof-of-concept

A demonstration which in principal is used to verify some ideas / concepts that it has the potential
of being used

Regular expression (Regex)

A set of characters (which have literal and / or symbolic meaning) that can automatically identify
the similarity of textual material from a given pattern

SAP AG

Multinational software based on Germany who makes enterprise software (ERP) to manage
business operations

Scalability

The ability of a system to adapt the growing amount of work or the ability to be enlarged to
accommodate the growing amount of work

SOA & BPM cell

A cell (or group) inside Accenture technology solutions which focused on service oriented
architecture (SOA) and business process modeling (BPM)

Splunk

A software for searching, monitoring and analyzing machine generated data via a web-style
interface

Splunk Knowledge Database

The place where Splunk store the information on what it will do with your data (e.g. field
extraction, data transformation, data classification, etc.)
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Structured Query Language (SQL)

A programming language specially created for managing data stored in relational database
manager system (RDBMS)

Sumo Logic
A cloud based system used for managing and analyzing big data to deliver real time insight
Tibco Software Inc.

A company that provides infrastructure software for companies to use on premise or on cloud
environments

Total Commander

A freeware orthodox / command based file manager that has tabbed interface to improve the speed
of file operations by user (e.g. comparing file, moving file, renaming file, etc.)

Type of tools

Other functionalities that can be add into integration system, without the need of hardcoding it
directly into the system
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1. Introduction

All companies nowadays have become more and more dependent to IT systems for their daily
business operations. Because of this dependency, most of the large companies have a very big
application landscape. This landscape consists of more than one system and applications running
together at the same time which bring difficulties if the company wants to make a change in the
landscape. This difficulties will cause a problem because IT systems need to follow the flexibility of
business conditions to be able to support them. To overcome this problem, there is an emerging need
to integrate all of the applications and systems inside the company’s application landscape.

The system that provide integration with other applications or systems is called ‘enterprise application
integration’. These kind of systems usually placed into separate dedicated hardware because of the
huge amount of data that need to be extracted, transformed and loaded between two or more different
systems and / or applications. Enterprise integration system is one of the products that are offered by
Accenture Technology Solutions. Besides selling the product, Accenture will also help with the
implementation of this integration system into the client’s existing system and architecture.

Accenture is able to deliver enterprise integration system from multiple vendors e.g. Tibco, SAP AG,
Oracle and many more. This system also provides default tools that can be used along with the
integration process. But most of the time, their clients have special wishes for a set of tool that cannot
be acquired from those default tools. Because of this, Accenture has to spend a significant amount of
time to custom made several types of tools that are commonly asked by their clients.

As Accenture realized the importance of time to market, they come out with an idea of a time saving
method by using reusable tools. By building a set of commonly used tool, the time to market will be
greatly reduced which will also lead to cost saving of deploying this integration systems. These are the
reason why Accenture interested in a proof of concept to see if it is possible to use reusable tools for
multiple client situations with similar request. My graduation project was to choose one of the tools
that are interesting and to build the proof of concept using that tool.

This report is organized as follows: Chapter two will be about Accenture, including the company’s
history and how it is organized at this moment. Chapter three will give a detailed explanation about
what this project about, chapter four will be about all the information that I researched during the
beginning of the project to get familiar with the problems relating with this project. The fifth chapter
will be about the approach / method that were used to complete the whole project. Chapter six to nine
will explain about what happened during each phase and all the problems that were met and how |
solve them, and in chapter ten I will give conclusion and recommendation of this project.

Finally after chapter ten, I will be giving an evaluation of my experiences from this graduation project.
The references that are used inside the report will be put inside square brackets with number ( ‘[]’)
with all the sources can be found in the References chapter, and to close this report there are also some
attachment that will give more information to support this report.
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10-06-2013



Graduation Thesis Using Splunk to Manage Integration
System'’s Log Files

2. Company Profile

2.1. Company History

Accenture started around 1950s along with the installation of the first commercial computer system in
United States. The company reputation was built mainly as technology consultant and system
integrator. In late 1980s, Accenture began to offer new way of business integration solution that
aligned organization’s technologies, process and people with their own strategy.

In a few decades Accenture expanded its service including management consulting, beside the already
existing technology consulting which bring benefit its client. The company pioneered systems
integration and business integration; led the deployment of enterprise resource planning, customer
relationship management and electronic services; and has established itself as a leader in today's global
marketplace. [1]

2.2. Accenture today

Accenture is a global management consulting, technology services and outsourcing company, with
approximately 259,000 employees and clients in more than 120 countries. Combining their experience
and extensive research on the world’s most successful companies, Accenture work together with their
clients to help them become high-performance businesses

Accenture’s "high performance business” strategy focuses on the expertise in consulting, technology
and outsourcing to help clients perform at the highest levels, which make them able to create
sustainable value for their customers and shareholders. Accenture also help identify new business and
technology trends which can be used to develop solutions to help their clients around the world to:

e Enter new markets.

e Increase revenues in existing markets.

e Improve operational performance.

o Deliver their products and services more effectively and efficiently.

By enhancing their consulting and outsourcing expertise with alliances and other capabilities,
Accenture help move clients forward in every part of their businesses, from strategic planning to day-
to-day operations. [2]

Version: 1.0 (Final) Page 11
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Accenture

I

. Management System
Dé.:;auh:g Consulting & Integration & Cutsourcing
F Integrated Markets Technology
Finance B System Integration Business Process
R
EEOUrces Performance Mgt. Consulting Cutsourcing
) . ) , Application
E | 5 Strateo Technology !
inancial Services rategy Consulting Outsourcing
Government Customer Accenture Infrastructure
Relationship Mgt. Technology Selutions Cutsourcing
Products Talent & Organization Avenade Accenture Business
Perfarmance [Microsoft solutions] Solutions
Communications Accenture

& High Tech Marketing Sciences

Supply Chain
Mamnagement

Fig 1. Accenture Organogram

I worked at Accenture Technology Solutions for this graduation project, more information about this
department will be explained in the section below.

2.3. Accenture Technology Solution (ATS)

As a 100% subsidiary of Accenture, Accenture Technology Solutions focus on delivering IT services
and maintaining IT systems. Accenture Technology Solutions is part of the worldwide Accenture
Solutions Center Network. This network is based on three important components:

e Multidisciplinary teams of resources in order to fulfill client-specific requirements;
e A global network of delivery centers at regional and international levels;
¢ Uniform methodologies and tools.

The key focus of ATS is on providing technology solutions and services to Accenture clients. ATS
most important capabilities are SAP, Oracle (including Siebel, PeopleSoft and JD-Edwards), Business
Intelligence, Java, Application Testing and Project Services. From their client locations and from their
offices in Almere and Den Bosch, they deliver application development and application maintenance
for multiple organizations varying in size. [3]
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The organogram below show how the departments are organized within Accenture Technology

Solutions:

Human Resources | —
Recruitment | —

| IManaging Dire ctor

S4P Solutions | | Oracle $olutions

Advance Systems &
Technology

Custorm Development

S04 & BRI

oA

TestSernvices

Crrerging - T 1Y

Emerging - Capital
Ml arke t

Digital Data
Analytics

IManaged Delivery Program Control

Services

Fig 2. Accenture Technology Solutions (ATS) Organogram

From the organogram in fig. 2, we can see that ATS is divided into several clusters and each cluster is
further divided into cells. Clusters and cells are the term Accenture used for departments and groups
respectively. This graduation project is located inside the Advance Systems & Technology cluster and
inside the SOA & BPM cell to be more specific. SOA & BPM cell is specialized in delivering
business process management that is connected with SOA solution by optimizing and managing
business processes through design, automation and, ultimately, business activity monitoring.
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3. The Project

This chapter explains about the problems that exist in company’s current situation and the desired
situation in detail. The difference between the two situations is the initiative behind my graduation
project. Besides that, | will also explain the approach that | planned to be able to complete this project.

3.1. Current situation

As explained in previous chapter, enterprise application integration is one of the products that are
offered by ATS. There is a lot of software vendors who provide complete integration system that
provide support for the whole Enterprise Integration stack (from basic messaging up to orchestration
of the complete business processes). Because of the diversity of their client, Accenture are not biased
to a specific enterprise integration system.

In reality, what happen most of the time is the clients have more requirements of tools that are not
supported by the default tools from the whole integration stack itself. This is why Accenture has to
make the custom tools by themselves that go on top of the default integration system to fulfill the
customer wishes. These tools sometime have to be remade again for different projects or customers
which can take a lot of time before the whole solution is ready for implementation.

3.2. Desired Situation

Time to market is also important to improve client’s satisfaction, and Accenture know that there can
be a lot of time saved if they build up a library of tools that can be re-used and implemented in
different client situations. Beside time saving, this kind of library will also reduce the cost required for
implementing an system integration. The differences between the current and desired situation are the
reasons why this project was initiated.

3.3. The Assignment

My assignment is to look for the possibility of a reusable set of tools, and choose one of the tools that
can be used as proof of concept of reusing this tool into several client solutions. Reusing tools will
help Accenture to save time they need to complete a whole integration system, which ultimately will
also reduce the cost of the system. The detailed steps that have to be completed for this project are
listed as follow:

1. Investigate the availability of tools that can be used along with enterprise integration system
that already exist at mature stage in the market today.

2. Select one of the tools which seem interesting and useful for the clients as a proof of concept.

3. Build the proof of concept by implementing the tool into a real life case.

4. Assess the added value the tool bring and the feasibility for the tool to be used across
solutions.

Version: 1.0 (Final) Page 14
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3.4. Approach

A plan of approach is needed to be able to control and finish this project with the desired quality. But
for this project | did not directly go into making a project plan, because the assignment is still a bit
vague for me at the beginning. This is why | decided to spent about the first two weeks for some
research to get basic understanding about the terms and the way integration system works. Even
though I have not made a definite plan for the whole project, | already draw up what steps | have to do
to be able to complete this project. The steps that | planned were:

Look for type of tools that can be used for the proof of concept

Make a comparison from the tool to help choosing the appropriate tool
Look for data that can be used in the proof of concept

Build the proof of concept by implementing the data inside the chosen tool
See what are the advantages / benefits the tool bring to the data

akrowbdPRE

I did not put the steps directly into phases because it was still very early in this project, but | was able
to create the plan after | finished the research mentioned before. This research will be explained in
more detail in the next chapter, and the methodology | used in this project will be explained in chapter
five. The detailed planning that 1 made can also be seen in my project plan which can be found in
Appendix B.
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4. Research

This chapter will explain the research that | performed to get more background information about what
the assignment is about. Because of the complexity of the system environment | have to work with, the
information | gathered in this research helped a lot during the creation of the project plan and during
the implementation of the proof of concept. This research was done by using various methods (e.g. by
internet research, via small interview) and sources (e.g. the internet, and when applicable I also looked
into the Accenture KX or asked to one of the colleagues in the company). The research questions that
emerged during the beginning of the project are formulated as follows:

1. How EAI system works? What kind of data that they use for exchanging information?
2. What kind of tools that are mostly requested by the clients of Accenture?

4.1. EAI works using an ESB

The first research was done to get more insight on how integration system works nowadays. This
research was also aimed to get knowledge of the method used by the integration system for
exchanging data. This knowledge helped me a lot on the whole project, especially when | was building
the proof of concept as this research give basic understanding of the integration system. Other
important knowledge that | acquired was the understanding of ‘components’ term inside integration
system scope. This research was done by using internet research method, which means all data (texts
and pictures) found in here were already available on the internet.

Modern EAI works using Enterprise Service Bus (ESB) as their backbone to carry all the messages
from one place to another. As bus-based EAI, a number of other necessary functionalities were
identified (e.g. security, transaction processing, error handling); because rather than hardcoding all
these features, the bus architecture allowed these functions to be enclosed in separate components.
These components then could also be grouped in various configurations files to handle any integration
scenario in the most efficient way possible and could be hosted anywhere within the infrastructure. [4]

Business Process B2B ERP, CRM, Mobile Portals
Management Interactions SFA Applications

B 4 W°

Enterprise Service Bus

ol i B W- .

Enterprise Legacy J2EE Net
Services data System Applications Application

Fig 3. ESB as the backbone of the integration system
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The type of data that is mostly used (in the scope of my graduation project) is CSV and flat list file.
CSV (or comma-seperated-values) file is a file that store text and number in a sequence of characters,
without data on how to interpret it. The CSV file consist of records that seperated by line break, and
each records usually consist an identical sequence of fields that are sepereated with comma [5]. It also
works the same with flatlists, but instead of line break and commas the data inside a flatlist are stored
in some kind of hierarchial lists. Both of this files are used in EAI because they are lightweight which
make it easy and faster to transporting them across the ESB. Even though it will make the
corresponding system need to work harder (i.e. more processor power and memory is required) to
interpret the data, but CSV / flatlist file will not required a lot of the ESB limited capacity. [6]

B widgets.csy - Notepad Q@

File Edit Format VYiew Help

Widget1, blue, £10
Widget2, red, £12

Widget3, green, £14
Widgets, black, £16
Widget5, white, £18

Fig 4. Example of a CSV File

FormulaBrowser

laa] Toggle Groups g8 Save |4 Open ~

Waorksheet Cell Walue
A E10 =+EIE10
LE E10
=A D11 -+EIG11
LE G11
=A D16 =+D15%25.4
A D15 IF(AND(EIX2> =7,E1X2 < =9), (B15*1000/013/B7/3.142), (B1.
—E X2
—E X2
A B7 = (LOOKUP(EX2, EIT2: T12, EIW2:W12))/25.4
—E X2
—E T2
LE W2

Fig 5. Example of a flatlists with its hierarchical structure
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4.2. Mostrequested type of tools

The second research was done to have a basic idea of what kind of tools that are usually asked by
Accenture’s clients. Information that was gathered from this research is very important because it will
specify the scope for the whole project. The result of this research also helped me during looking for
other type of tools in the initiation phase, because the type of tools that | found here can be used as the
starting point from where | can expand my search. The methods used for this information gathering
were by researching into Accenture Knowledge eXchange (KX) and via interview of Accenture
colleagues who have the knowledge about this matter. The data that came out from this research is a
list that gives overview what kinds of tools are commonly asked by the clients. An excerpt from the
list will be shown below:

- Error-Handling
o Tools that will record all error happening during the integration process
- Logging
o Tools that will handle and manage all the log from components inside the integration
system, including log from the error-handling component
- Implementation Patterns
o Tools that provides guidance about the implementation patterns of products that
together will represent a comprehensive EAI platform
- Development Tools
o Tools that can be used to develop new components
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5. Methodology

This chapter gives short explanation of all the phases that were used in this project. For easier progress
control, the project will be divided into 4 phases in which each of them have their own activities and
deliverables. For this project | choose to use standard waterfall method because the activities in the
next phase sometimes require the result from the previous phases, which means the phases have to be
done sequentially. To ensure the quality of all the deliverables, | had a discussion every week with my
company tutor, who also acts as the formal client, about the progress of deliverables on each phase.

5.1. Initiation

The first phase was aimed to get information of what kind of tools are available in the market that can
support the whole integration process. This phase took about 4 weeks for me to be able to complete
the deliverable and I took one extra week to make final changes according to my company tutor’s
feedback. More detailed information about this chapter will be explained in chapter six. The approach
used in this phase is by researching on the internet for available type of tools that are already at mature
stage in the market. Steps that were taken on this research are: look for any information about type of
tools that can be used inside an integration platform. From those tools, choose which type of tools was
interesting to be realized in this project and finally, look for products that can fulfill the tasks of the
chosen type of tools. The milestone of this phase was a report that gave detailed description of a list of
type of tools that available in the market and products that can fulfill their tasks, this report will also
act as the deliverable for this phase and can be found in appendix C.

5.2. Analysis

This phase began with a set of products that already chosen from the previous phase. More detailed
information about this chapter will be explained in chapter seven. This phase took about 5 weeks for
me to be able to complete the final delivery and | took one extra week to make final changes based on
my company tutor’s feedback. The first step for this phase was to experiment with those tools and look
for differences in key features between them. The risk in this phase arose from the accessibility of the
program, because most of the program have paid license which means I will not be able to use them
for a short time experimentation. This risk was successfully overcome because | found that both
programs have trial license with complete features for a short period of time, which was more than
enough for my experiment.

From the differences | found in their key features, | tried to set a list of criteria that can be used to
shown all the key feature of each program. Then a product comparison report was made using those
set of criteria and also it has to be written following the Accenture’s template because of the
possibility that it will be use inside Accenture in the future. The last step in this phase was to choose a
product from the product comparison report that will be used as the final product of this project. The
milestone for this phase was the comparison report that shows all differences and similarities in the
interesting products, this report act as the deliverable for this phase.

5.3. Build
More detailed information about this chapter will be explained in chapter eight. This phase took about
4 weeks for me to be able to build the proof of concept and in the end and | took one extra week to
make final changes following my company tutor’s feedback. The first step in this phase was to look
for a real life case that can be used for the proof of concept; the possibility of a real life case was
become a risk at the beginning of this phase. But this risk was able to be resolved by communicating
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with the company tutor and some Accenture colleagues, which in the end my tutor and | found a case
that can make use of Splunk.

After acquiring the case, | try to analyze what problems were exist inside the case and how the tool
can solve some of them. The last step in this phase was to build the proof of concept by implementing
the data from the case inside the product. The milestone for this phase is the fully working product
with the data from the case which will show the features and advantages the product can bring, this
demo will also be the final delivery for this phase.

5.4. Assessment

This final phase can only be done after the case was able to be implemented into Splunk. This phase
took me around 3 weeks to complete the deliverable along with the completion of this thesis. The aim
of this phase is to make a summary of all the features of Splunk and what are the added values that
Splunk can bring. Besides that, there will be also information about the feasibility of Splunk to be used
in other projects. The milestone of this phase is a product report which contains all the information of
the summary. This report will also act as the final deliverable for this phase and can be found on
appendix D.
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6. Initiation Phase

As explained in the previous chapter, initiation will be the first phase in this project. This phase was
aimed to look more into the type of tools that can be used with the integration system nowadays. It
was required to have the list of commonly requested type of tools by Accenture’s clients before |
began with this phase. This phase was further divided into 2 big tasks that need to be done to gather
the information which, will be delivered to Accenture using a report at the end of this phase. This
chapter will be organized as follow, first I will explain the steps that were done and the data that are
acquired from those steps. And after that | will explain all the difficulties that were met during this
phase and what | did to solve or minimize the effect to the end product of this phase. On the next
phase we will see how | choose the criteria to compare the selected product and which product will be
chosen to be built into proof of concept.

6.1. Tools in the market

After collecting a list of tools that are mostly requested by Accenture’s client, we (my company tutor
and ) decided that it will be better to look for more type of tools that are already on mature stage in
the market today. The purpose was to expand the list so that we can have a wider overview of all those
tools (e.g. are they stand alone tool or connected work with some other types of tools, are they specific
or general purpose tool). This information gathering was done by using internet research and from this
research | succeeded looking for more types of tools that can be used in the integration system
nowadays. The results are listed as follows (description and the usage of each tools can be seen in
Appendix C):

Load Balance
System Management
Audit

Recovery

Parse

State Management
Resource Management
Event Monitor

Error Raising

Error Handling
Archive

Message Queue
Transformer

Router

Filter

Validate

Map

Configuration Management/Versions
Notify

Track

Monitor

Report

Fig 6. List of types of tools that are available in market at this moment
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The next step was then to make a list of sample products that can serve the purpose of the type of
tools. This sample products were vary from their size, stand alone or packet program, open source or
paid license, on cloud or on premise, and many more. This was done to oversee the availability of the
products to overcome the type of tools in the market.

The final step was to look deeper to each type of tools for the value they will bring to the whole
integration package. In the end, my company tutor and | decided which types of tools are interesting to
be implemented into proof of concept. In this project, we select to look more into monitor, dashboard
and reporting features; the reason behind this decision was because the graphical feature of these type
of tools will make things easier to see what are the added values that they able to bring, even if it’s
only from proof of concept.

For the type of monitor, we decided to look into monitor for log files generated by the integration
system. The reason we choose this specific product is that logging has become one of the main
components in data integration. All data that goes in and out, successful or not are all recorded in the
log files and stored in a server. But usually this kind of log are very big and have no pattern at all
which makes it difficult to use them as an analysis choice of a problem that happened inside the
system.

6.2. Third-party vs. in-house software

Before going to the next step, my tutor and | had a short discussion whether | am going to look for 3™
party or develop the tool by myself for this project. After several considerations, we decided to look
for 3" party tool. The reasons we choose this decision are explained as follow:

o Itis difficult to keep the program up to date. Technology are evolving every day, this means if
I am going to develop the tool by myself it should be able to work with the technology
available nowadays. But after the project is done, Accenture will need a person that will
control and update the program to follow the latest technology to be able to use the tool. By
using 3" party software; the provider of the tool will be the one who is responsible of updating
their product, and because they are a commercial company they will absolutely keep their
product up-to-date.

e Complex environment. Because integration system is a very complex system, it is difficult to
find / set up a development environment along with the data that are suitable for developing
the tool that I have to build.

e Time constraint. Because of the tool that | have to be built have to be generic enough to be
able to be implemented to different client situation, this means | have to know understand the
basic of integration system architecture. Seeing from the complexity of this kind of system, it
will be very time consuming and will be rather impossible to be done in the time frame of this
project.

After deciding for third-party tool / software, | started to look on the internet for company whose
product can fulfill the task of the chosen type of tools.

6.3. Products that can fulfill the task

The research on this part was aimed to find products that can act as a log management system. This
product should also support huge files because of the number of transactions that go through everyday
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via the integration system. From this research, | came out with a list of products ranging from small to
big and free / open source to paid license. After discussing the list of choice with the company tutor,
we decided to choose the paid license because it has the smallest set up and maintenance costs. Beside
that the cost that have to be paid for the license are not that big for any large company, especially if
this tool able to perform better than the others. With better performing tools, Accenture and their
clients can further save their time and money even though the license costs are higher. Finally, from
this research we had two products that stand out among the others; the two products are SumoLogic
and Splunk.

6.4. Challenges during this phase

There were some difficulties that were met during this phase; the first one was occurred when | had to
look for the types of tools. The problem arose because of no international standards in the naming of a
type of tool. This means that every company who made the same type of tool can have different names
which also bring the next problem of difficulty on finding the products. This problem also happens
because of the same reason: each company can name their product differently even though their
purpose is the same with other tools. Because there was no actual solution for this, | tried to minimize
the effect of this problem to the end product by gathering information from trusted sites. There is a lot
of information on the internet about this and on various sites (e.g. forums, articles), but I only took the
information 1 got from reliable website (e.g. Microsoft, Oracle, IBM sites and some other EAI
companies).

The next challenge emerged when | was looking for sample products for each of the type of tools. The
problem was that a product can support the task of more than one type of tools (e.g. monitor usually
will also go with notify and report components). Instead of showing the sample products to each type
of tools, | grouped the related tools and list the products that go with them to solve this problem.

The third problem was met while making preliminary comparison of the sample products. After
looking for sample products, | was able to acquire a long list of them. It would be nice to experiment
with all of them to get a deeper look with each program, but this was not possible because of the
complexity of the program (in setting up, loading data, etc.) and comparing each of them will require a
lot of time even more than the time range of this project. To solve this problem, I just looked for more
information about the features of each programs from their website and use it to make preliminary
comparison. But most of the time the features seen in a product’s website are very limited which
makes the data gathered in this way can be a little bit shallow.

The last problem was met during selecting a product that is interesting to be built. This problem arose
because not all of the type of tools is 100% interesting to the Accenture’s clients. But this problem was
easily solved by discussing with my company mentor and several colleagues of Accenture about
which products will be valuable to Accenture’s clients.
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7. Analysis Phase

The second phase of this project was aimed to do more extensive research to the programs that were
chosen in the previous phase. This was done by making another comparison, but this time with the
detailed capabilities of each product. The detailed feature was achieved by experimenting with both of
the products. As in the previous phase, this phase was also organized in similar structure: first I will
explain the step | took and it will end with the problems | met during this phase. In the next phase we
will see what case | used for the proof of concept and how to implement them into the chosen product.

7.1. (Criteria to compare products

After having 2 products chosen from the previous phase, the next step was to make a detailed
comparison of all the features that can be found inside both products. The first step taken in this
research is by experimenting with both of the programs by using the manual book to see what the
features each of them has. From the experiment, | started to set a list of criteria that can be used to
compare those products. Some criteria that were used are listed as follows:

— Price/ Cost

— What kind of log files supported
— Interactive user interface

— Customizable dashboard

— Speed / Performance

From those criteria, | made a table that gives detailed overview of all the features of Splunk and
SumoLogic. The feature of both products will be explained briefly in the following subchapters.

7.2. The Interesting products

Splunk and SumoLogic are tools from companies with the same name that specialize in big data
management. Every messages and routines that happened inside the integration system is recorded in
the log files. Because of the high number of transactions that go through the integration systems every
day (x 2 million messages), the log files from the integration system also considered as a big data.
More detailed explanation about the features and capabilities of Sumo Logic and Splunk can be found
in chapter 7.2.1. and 7.2.2. respectively.

7.2.1. Sumo Logic

Sumo Logic is a cloud based service log management system. Their service include timely and
actionable information, taken from any type or source of log data, that not only helps solve
operational, security challenges but can also be used to provides critical business insights as well.
Their cloud-based approach overcomes the problems of premise-based solutions, including limits on
scalability, inefficient and uncontrolled costs. [7]
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Feature of Sumo Logic [8]:

- Sumo Logic modeled its approach of Google, which uses advanced machine learning
algorithms to whittle down mountains of log file data into common groupings

- Sumo Logic Use search engine-like syntax which can quickly find records with relevant
keywords

- LogReduce™ which can reduce hundreds thousands of results into a single page of
meaningful patterns.

= c \ Sumo Logic Ine [US]| https:/fservice. sumaologic.com,/Uif #section/search

T e ——

‘Welcome Search Status Collectars Users Accourt

Unnamed Search =
m |+
Sawed searches: Open | Sawve As

OHRER013 093216 2

2,000

1,500

1,000

12:00 2 12:00 A 12:00 2 12:00 Al

Status: Done gathering resultz Elapzed time: 00:01:08 Rezults: 7,328 Sezzion: 73820OBI4SGEBED AL

tessages

Fage: 1 of 433 * | i) |

# Tirne tessage
1 0522013 Category = 12549:

09:20:57.000 Computeriame = "WW7EAWIIMOZYXH. d1r. svc. accenture. com":
EventIdentifier = 5451:
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Logfile = "Security":
Wessage = "an IPsec quick mode security association was established.

Host: W7 BAMIIM O3 X H dirsve aceenture. com » Hame: Security »  Categon: OSAMindons »

2 0522013 Computeriame = "WW7EAWIIMOZYXH. d1r. svc. accenture. com":
09:25:44.000 EventIdentifier = 7036:
EventType = Information:
Logfile = "System":
Wessage = "The Windows Installer service entered the stopped state.

Host: MW7 BAWIIMOZYAH »  Hame: System w  Categony: O5AWIndows »

Fig 7. Search menu of Sumo Logic
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Fig 8. Dashboard features of Sumo Logic

7.2.2. Splunk

Splunk is a software for searching, monitoring, and analyzing IT data from any application, server or
network device that makes up your IT infrastructure by using web browser as their user interface. It
can capture, index and correlates real time data into searchable repositories which can also be used to
generate graphs, reports, alerts for statistical analysis. Splunk can index either structured or
unstructured machine-generated big data. [9]

Features of Splunk [10]:

- Searches feature in Splunk were made based upon Unix Piping and SQL which support
searching, filtering, modification, manipulation, insertion and deletion.

- Search Acceleration which makes the future search using the same query run faster

- Information-rich views and dashboards that can fit the wide-ranging needs of the user
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Fig 9. Splunk can capture and index a machine generated log file
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Fig 10. Splunk can also make graph from the data in log files to support analysis of business process
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Fig 11. Splunk rich and interactive dashboard feature

7.3. The chosen product

After experimenting and made a product comparison report from both of the program, my tutor and |
had discussion over which product will be the most interesting for Accenture (e.g. new and emerging
type of tools) and also usable for their clients. As the result from our discussion, we decided to use
Splunk for the proof of concept that will be built in this project. Even though the price of Splunk is
higher than Sumo Logic, the features that Splunk has is far more superior from the other and outweigh
the price differences. That’s why for this proof of concept, we choose to go with Splunk because with
its rich features it will show completely what kind of values that this kind of product can bring.

7.4. Challenges during this phase

There are two difficulties that | encountered; the first one is when | had to experiment with all the
programs that came out from the preliminary lists. At the beginning there were 8 programs that can
fulfill the task from the type of tools of monitor, track alert and notify; but most of them cannot
receive offline log files. This means that they need an already running system to monitor, and then
they can start indexing all the events and logs that happened with the system. The solution of this
problem is to make all the tools that do not support offline log files are not applicable to this project.
This workaround was chosen because it will be difficult to find or set up a fully working integration
system in the development environment that can be used for this project.

Second problem that I met in this phase is the limitation of the products. This happened because both
products are paid license product, to experiment with them I have to make use of the trial versions that
they provided. For Splunk it means that all the features can be used for free within 2 month free trial
and for Sumo Logic the data that can be transferred to their server are very limited (500 Megabytes
(MB) per day). There is no actual solution / workaround to solve this problem, the only way is to make
use of the given spaces, be smart with time management (especially for Splunk) and filter / clean up
from unnecessary data for files that need uploaded to the server (especially for Sumo Logic).
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8. Build phase

This phase was aimed to build a proof of concept that will become the end product of this project. The
first step that was done for this phase was to look for a case from a real life integration system
environment that can make use of the chosen product, which is Splunk. After | acquired a case, the
next step was to understand the problem that exist inside the case, and finally implement the data from
the case inside Splunk. More detailed steps will be explained below alongside with all the problems
that were met during this build phase. The next phase is the final phase where | asses the value Splunk
bring to the case and whether it is possible or not to use Splunk inside different client situations.

8.1. Oracle BRM

My tutor found a case that will be perfect to be implemented into Splunk and make use of its features.
He found a log data from the billing system use by Dutch Landline and mobile Telecommunications
Company to send their invoice to the customers. The problem in this case is the log data that are stored
in the server were never been used by people that maintain the system. The main reason was because
the log files do not have good structure which makes it extremely difficult to understand / analyze
them. It will take a big amount of time and manpower for a company to be able to use them, which
make the company think that it is an impractical thing to do.

Before | go any further in explaining the logs, | will explain first about Oracle Communications
Billing and Revenue Management (BRM). Oracle BRM provides a fully convergent charging and
billing system to manage the entire revenue management lifecycle. From a single modular platform
BRM supports charging and rating for any service, any network, any payment method, any geography
and supports all customer and partner type. [11]

n Management
1er Management
rvice Enablement

ORACLE

COMMUNICATIONS
Billing and Revenue
Management ]

Billing and Invoicing Online Charging

Financial Manag

Payments and C
Settlements.

Fig 12. A brief overview of the usage of Oracle BRM

There were 3 log files from this system that | can implement in Splunk, they are : cm.log, cm.pinlog
and dm_oracle.pinlog. The contents of each log files will be explained in detail in the next subchapter.
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8.1.1. Cm.log

This is the biggest log that | received, the size itself reach around 3, 3 Gigabytes (GB). This log
contains all the operation that was run by the BRM’s CM (Communication Manager) system. BRM
communicates (intern and extern) with help of opcodes (operation codes). The data that are required
for the operations are sent through the parameter of the opcodes in the format of flatlist which are also
recorded here. This log file is also quite special because there are no warning / error event recorded in
there, this means that this logs record all the function that were run by the Oracle system but did not
record the result of the call. Below I will explain an event from the file to give an overview of how the
how whole contents of the log looks like.

[CM{13784): dump_it(): op 7, opflags 16| [ = A
# mamber of field entries allocated 20, used 7

0 PIN_FLD POID POID [0] 0.0.0.1 fzearch -1 0

0 PIN_FLD_RESULTS ARFAT [0] NULL array ptr

0 PIN_FLD ARGEH ARRAY [1] allocated 20, used 1

1 PIN_FLD_DESCE 5TR [0] "SuspenseHandler™

0 PIN_FLD ARGH AFFAYT [Z] allocated 20, used 1

1 PIN_FLD_ZTATUZ ENUM [0] O

0 PIN_FLD ARGS APFRAY [3] allocated 20, used 1

1 PIN_FLD_STATUS ENUM [0] 1

0 PIN_FLD TEMPLATE 5TR [0] "zelect X from sbatch/handler
where F1 = ¥Vl and { ([ F2 = ¥2 ) or [ F3 = W¥3 )1 "

0 PIN_FLD_FLAGH INT [0] 256

Fig 13. Snippet of an event from cm.log file

Figure 13.A shows that this log was from CM thread number 19784 and this event was recorded by
dump_it method. The opcode number is 7 which is used to look / search for object inside the system.
Figure 13.B is the Portal Object ID (POID) field which basically tells the system where the object’s
location using the IP addresses. Figure 13.C are the parameters that were required to run the opcode
which are recorded in flatlist format and on this case it was looking for a SuspenseHandler with value
0 or 1. In the end the opcode will form a SQL like statement (Figure 13.D) to be run by the system.
The SQL statement can be seen by replacing the value of Fx and Vx so it will look like this:

gelect X from /batch/handler where PIN _FLD DESCR = "SuspenseHandler™
and { { PIN FLD_STATOS = 0 ) or (PIN FLD STATUS = 1 ) |

Fig 14. SQL statement like that stored inside flatlist

8.1.2. Cm.pinlog

Unlike the previous log which contain all the operations that have to be run by the Oracle BRM
Communication Manager, this log contains the result from those operations. This log consist a lot of
important data because it recorded which operation run successfully without errors, and which
operation returns an error. It also gives detail information on which class and lines that cause the
error. A snippet of the log will be given and explained below.

E Wed fpr 17 @@:1@8:38 2813 sz@30d cm:22281 cm_child.c{115):4669 l:sz@38d:pin_cycle_forward:22277:5:102: 1366158237553
op PCH_OP_SUBSCRIPTION_CYCLE_FORMARD returned an error
<location=PIN_ERRLOC_RTF:19 class=PIN_ERRCLASS_SYSTEM_DETERMINATE:1 errno=PIM_ERR_BAD_WALUE:d&>
<field num=@:@,@ recid=0 reserved=@ reserved2=@0 time(sec:usec)=@:@>
<facility=0 msg_Id=18813 version=@>

Fig 15. Snippet of an event from cm.pinlog
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From the log event above we can see the time, which thread number encountered the error (in this case
(cm:22281) and on which class and lines it happened (in this case cm_child.c(115):4669). The second
line gives a custom string that written by developer to help them debug the error. The next lines show
the location and more technical information about the error (e.g. PIN_ERRLOC_RTP:19 means the
error was happened inside the real- time pipeline).

8.1.3. Dm_oracle.pinlog

This log contains all events that came out from Oracle Data Managers (DM) which means most of the
errors happened here have connection with the underlying database of the system. Some of the errors
in this log also consist of Oracle error code which connected to the SQL run by the Oracle database.
An example of the event from this log file will be shown and explained below.

E Sat Mar 23 11:41:84 2013 <203 dm:13915 dm_subr.c{144):2722 1:s7@3@:<no_names;14346: 1: 1: 13648352641 35
ORACLE errors do_sgl Insert: PINStmtExecute: code 1536, op @
=0R4-01536: space quota exceeded for tablespace 'PINGL
"Insert into config t { poid_DB, poid_I0@, pold_TYPE, pold_REY, hostname, name, program_name, sccount_obj DB, account_obj_I0@, account_obj_TYPE, account_obj_REY,
created t, mod_f, read_access, write_access, descr, value, version ) values [ :poid DB, :poid_ID@, :paid TYPE, :poid_REY, :hastname, :name, :program_name, :account_ohj DR,
raccount_obj_ID@, :account_obj_TYPE, :account_obj_REY, :created_t, smod_t, :read_access, ;write_access, :descr, svalue, :version )"

Fig 16. Snippet of an event from dm_oracle.pinlog

From the snippet above we can see that the thread number that report this log was in this case
dm:13915. In the second and third line we can see the Oracle error and the details of the error which in
this case is an error in Insert SQL statement caused by space that want to be inserted were exceed the
allowed value. And in the last 3 lines, the log shows the SQL statement that encountered the error.

8.2. Implementing into Splunk

After understanding the syntax and meaning of all the log files, the next step was to upload them into
Splunk. After uploading them, | started to analyze and identify data that are be valuable to be shown
and finally implement them to Splunk so that it can show the desired data. The subchapters below will
give more explanation of the steps taken to accomplish this part.

8.2.1. Looking for interesting data

The first thing to do before developing the proof of concept in Splunk was to look for data that can be
interesting to be shown to the customer. Searching for the usable data was a little bit challenging
because most of the events in the log files are very technical. Because of this situation, I did a
consultation with another Accenture consultant, Peter van Gulik, who is familiar with the technical
and functional working of the Oracle BRM. In the end, | came up with a list of interesting data that
can act as requirement for the proof of concept of Splunk; but because most of the data is technical,
there are not a lot of graphical pattern which can be shown.
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8.2.2. Make Splunk recognize patterns with Regex

Recognizing patterns is one of the features in Splunk, this feature work by using Regex (Regular
Expressions). First we must insert the regex into the Splunk knowledge database to make it recognize
a value. After inserting the regex, set the target file and stored them inside the database, Splunk will
directly look for this patterns and store it on separate fields (works like a variable) of the value that
match the patterns. This fields then will directly calculated the occurrence in percentage and numbers
which furthers help analytic process.

Regular expression (common abbreviation for Regular expression including regex and regexp) is a
term used in computer science for a specific pattern that provides concise and flexible means to
specify and recognize strings of text; e.g. particular character of characters, words, or patterns of
characters. Regex provides grammar for a formal language which will be interpreted by a regular
expression processor (a parser engine that examines text and identifies substrings that are member of
the specified formal language). The concept of regex was mainly utilized inside Unix system (editor
ed and the filter grep), but currently it is also used by many text editors and programming language to
search and manipulate text patterns. [12]

Inserting regex into Splunk knowledge was easy, but making Regex to recognize pattern was a little
bit tricky. Here is one of the regex examples that | stored in Splunk knowledge database:

Ad+elY=carrelationlDe=d]+ [ ]+ [Me] s
Fig 17. Example of regex used to extract a value

The regex above was used to recognize correlation ID that can be found inside the error or warning
event in cm.pinlog and dm_oracle.pinlog. To understand the regex above, it is better to look at the one
of the example of the event where the ID resides.

= Wk E Wed Apr 17 00:09:3@ 2013 sz@3®4 cm:216@9 fn_inv_make_invoice.c:964 1:sz@384:pin_inv_accts:216@6:4:953: 1366150167:75
12:0%:30,000 AM Errar in calling POL_PREP_INYOICE
<location=PIN_ERRLOC_FLIST:6 class=PIN_ERRCLASS_SYSTEM_DETERMINATE:1 errno=PIN_ERR_NOT_FOUND:3»
<field num=KPN_FLD_PRODUCT_GROUP_DESCRIPTION:S,108051 recid=0 reserved=0 reserved2=0 time(seciusec)=0:0
¢facility=2 msg_id=0 version=@»

Fig 18. Snippet of an event with the value that want to be extracted

Figure 18 show one of the events along with its correlation ID (the value is highlighted in yellow). The
first step to make regex to match the value is to find the beginning and end anchor, anchor is a value
where the regex start / finish matching the patterns. For this regex, I use a “:”, number, and space as the
beginning (in this case was “:964 ) and a space as the end anchor. That’s why from the regex above
we can see :\d+\s in the beginning and \s as the end. The \d and \s means decimal and white space
respectively, meanwhile the plus sign means that there is one or more value available (in this case one
or more decimal value).

The next part of the regex above are marks by open [‘(‘] and close [‘)’] parentheses, this symbol used
to separate the begin and end anchor with the values that want to be extracted. The field name where
the values will be extracted into was located inside the ‘?<>’ symbols and in this case it was named
corellationID. The rest of the regex is used to give patterns to the values that Splunk will extract, the
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‘[1” symbol means a character set. Splunk will look for a values where begin with one or more decimal
sets ‘[\d]+’, a *:*, then all value as long as it’s not a :, and finally all value except the space which act
as the end anchor.

After the regex was done and stored inside the Splunk knowledge database, Splunk will directly
recognize the value if the patterns occur in the events. As seen in the figure 19, the correlationID are
stored and shown below each event.

a ARTHS E Wed fApr 17 1@:@2:11 208153 sz0304 cm:24481 cm_child.c{1l15):2564 1:5x@305:UnknownProgramlane: @: AWT-EventQueue-8: 7:1366185731: @
A0:02:44 000 Ak CH bad login attempt Ffrom ip_addr=1@.68.138.12:49233, err=@{(PIN_ERR_NOMNE)], field=1({PIN_FLD_ERR_EUF)
=DracleBRM - | =cin_pinlogloy - | =1:5z0305: UnknovenProgramMatme: 0 AT -EvertGueue-0: 713661 85731:0 -
a AMTHA E HWed #pr 17 1@:@2:11 2@13 sz@3@4 cm:244@l cm_login pw@@l.ci{22):156 l:sz@3@5:UnknownProgramnlame: @ AWT -EventQueue-2:7: 1366185731
A0:02:11 000 Akt bad 1lst pcp_receive: op 7, pep_flags @xl
=OracleBRM - |

=cin_pinlog loy ~ | =1:5z0305: UnknowwnProgramilame: 0 ANT -EvertGueue-0: 713661 85731:0 -

=]

ﬂ AMTHE E Hed apr 17 1@:@2:@4 2@13 sz@3@4 cm:24396 cm_child.c(115):2564 l:5z@3@5:UnknownProgramName: @: AWT-EventQueus-@: 7:1366185724: @
00204 000 &b (M bad login attempt from ip_addr=1@.

u AMTHE E Hed

10:02:04.000 &M

a ENFE] E Hed
10:02:00 000 &hd

ﬂ 4MTA3 E Wed
10:02:01 000 &b

ﬂ AMTHE E Wed
10:01:57 000 &b

a ENFUE] E Hed
10:01:57.000 &M

a ENFE] E Hed
00153 000 &b

=OracleBRh - | =cm_pinloglog « |

Apr 17 1@:@2: @ 2013 sz@38d  cm:24396
bad lst pcp_receive: op 7, pcp_flags
=0racleBRM - | =Cim_pinloglog - |

Apr 17 1@:@2:@1 2013 sz@38d cm:24395

CH bad login attempt Ffrom ip_addr=1@.

=DracleBRM - | =cin_pinlogloy - |

Apr 17 1@:@2:@1 2013 sz@3@d cm:24395
bad 1lst pcp_receive: op 7, pcp_flags
=OracleBRM - | =cin_pinlog loy ~ |

Apr 17 1@:@1:57 2913 sz@3@d cm:24392

(M bad login attempt from ip_addr=1@.

=OracleBRh - | =cin_pinlog log « |

Apr 17 1@:@1:57 2013 sz@38d cm:24392
bad lst pcp_receive: op 7, pcp_flags
=0racleBRM - | =Cim_pinloglog - |

Apr 17 1@:@1:53 2013 sz@38d cm:24391

CH bad login attempt from ip_addr=1@.

£8.138.10:49201, err=2(PTN_ERR_NONE], field=1(PIN_FLD_ERR_BUF}
=1:5z0305: UnknownProgramiame: 0 AWT -EventGueue-0:7: 13661557240 ~

cm_login_pwd@l.c(22):156 1:5z03@5:UnknownProgramlame: @: AWT -EventQueue-0: 7: 1366185724

@xl
=1:520305: UnknovenProgramiMame: 0 L0T -EventQuewe-0: 713661857240 -

cm_child.c{115}:2564 1:5x@385:UnknownProgrambame: @: AWT-EventQueus-0: 7:1366185721: @

B5.135.1@:42187, err=@(FPIN_ERR_MOME), field=1({PIN_FLD_ERR_EUF)
=1:5z0305: UnknovenProgramiMame: 0 AT -EvertGueue-0: 713661 85721:0 -

cm_login_ pw@@l.c(22):156 1:5z@3@5:UnknownProgrambame: @: AWT-EventQueue-@: 71 1366185721:

axl
=1:5z0305: UnknovwnProgramilame: 0 ANT -EvertGueue-0: 713661 85721:0 -

cm_child.ci{115):2564 1:5z@3@5:UnknownProgramiame: @: aWT-EventQuewe-@: 7: 1366185717: @

£6.138.10:49168, err=B{FIN_ERR_MOME), field=1{PIN_FLD_ERR_EUF}
=1:2z0305: UnknoveniProgramilame: 0 AWT -EvertGueue-0: 713661557170 «

em_login_pw@@l.c({22):156 1:5z03@5:UnknownProgramiame: 8: AWT-EventQueus-0: 7: 1366185717

@xl
=1:520305: UnknovenProgramiMame: 0 L0T -EventQuewe-0: 713661857170 -

cm_child.c{115}:2564 1:5x@385:UnknownProgrambame: @: AWT-EventQueus-0: 7: 13661857135: @

68.138.1@:49154, err=@(FPIN_ERR_MOME), field=1{PIN_FLD_ERR_EUF)

=]

=]

=]

=DracleBRM - | =cin_pinlogloy - | =1:5z0305: UnknovenProgramMame: 0 AT -EvertGueue-0: 713661857120 -

a AMTHA E HWed #pr 17 1@:@1:53 2@13 sz@3@4 cm:24391 cm_login pw@@l.ci{22):156 l:sz@3@5:UnknownProgramlame: @: AWT -EventQueue-2:7: 1366185713
0055000 Ahi bad 1lst pcp_receive: op 7, pep_flags @xl

=OracleBRh - | =cm_pinloglog + | =1:5z0305: UnknownProgramiame: 0 ANT -EventGueue-0:7: 13661557150 «

Fig 19. Screenshot of Splunk recognized the value of correlationID in each event automatically

8.2.3. Using recognized value to help analyze data

After Splunk was able to capture the value that match the given pattern, it will directly summarize
them. The data that are summarized by Splunk can then use to help analyze events recorded in the log
files. For better explanation, | will give an example that | took from cm.pinlog below. All error events
in cm.pinlog also record from where the error comes from, it gives detail information of the class and
which lines that causes the error event. The figure 20 shows that after Splunk are able to recognize the
data, we will directly see the number of occurrence of the corresponding data.
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classLocation (categorical) B
Appears in 8% of results Charts
Showy only events with this field Top values by time

Top walues averall

Top 10 values - Y

em_shild o(115): 2564 12761 35.957% [N
om_login_pwO01 20227156 121761 35987% [N
cm_child.o(1157: 4669 M7 1 E0% |
fm_act_usage.c. 2277 5104 1 508% I
fin_act_usage .o 551 5104 1 508% I
fm_rate_and_d..t_event.c:643 5104 1 .508% I
fm_subscripti. ount cpp 1679 5104 1 508% I
fin_subscripti.. court.cpp: 299 5104 1 508% I
fm_subscriph,. count.cpp: 343 5104 1 .508% I
fm_hill_utilz_cloze.c: 693 S090  1.504% I

Fig 20. Splunk will automatically make statistics from the recognized values

As we see from figure 20, we can directly get the idea which class and on what line that cause a lot of
error. With this information, we can prioritize which one that have to be dealt first and on this case are
the first two values which causing around 70% of all the errors recorded. Furthermore, with simple
search command (more about search command will be explained in the next chapter); Splunk can
transform this data into graph which will give easier way to interpret the data and graphs in figure 21
can also be put into dashboard that can be used for monitoring.

ather (S
fr_subscription_cycle_forward.c; 1355
frn_subscription_cycle_discount.cpp:343
frn_subscription_cycle_discount.cpp:299
frr_subscription_cycle_discount.cpp: 1679
frm_rate_and_discount_event.c:643
fra_bill_utils_close.c:693
frm_act_usage.c:551

frr_act_usage.c. 2277

crm_child.c{115):2564

crm_login_pw001 (223156

crn_child.c{115) 4663
CHI_Bm.C{223 415

Fig 21. With simple search query, Splunk can summarize the recognized values

8.2.4. Using Splunk search feature to correlate data

Splunk has a search language that was created based upon Unix piping and SQL. Because of Unix
piping, all Splunk commands are chained together using a pipe character ‘|’. The pipe character tells
Splunk to use output of one command (left of the pipe), as the input of the next command (right side
of the pipe). This enable user to refine the data step by step until they get the data they want. The
search term that can be use including keywords, phrases, Boolean expressions, key/value pairs, etc.
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Finally the search feature can be used into 2 different main purposes: to investigate the root cause of
an issue from the data that we indexed and to summarize the data into a report (in tabular or
visualization format).

This search feature was used to correlate the events between cm.pinlog and dm_oracle.pinlog. Before
using Splunk, correlation between log files are very time consuming and nearly impossible. But with
Splunk this task become possible, figure 22 will give example of the correlation of log event that exist
in cm.pinlog and dm_oracle.pinlog by using their correlation 1D.

Search
|Isource:"cm_pinlog.log" OR source="dm_oracle_pinlog.log" | ewal mySingleField=conalesce(correlationID,corrID)
| search mySingleField = "1:5z@3@4:loadpricelist:@:main:663:13654@8657:@" | transaction mySingleField

Fig 22. Screenshot of the search query to correlate between two logs

E Mon Apr @5 1@:1@:57 2813 sz@384 cm:3358 fo_price_get_discount_info.cpp:516 1:5z@0384:loadpricelist: @:main:A653: 13654@8657:0
unknown error occured
<location=PIN_ERRLOC_DM:4 class=PIN_ERRCLASS_SYSTEM_DETERMINATE:1l errno=PIN_ERR_NONE:@:
<field num=@:@,® recid=0 reserved=@ reserved2=0 time(sec:iusec)=@: 0>
<Facility=0 msg_id=0 version=as
E Mon Apr @5 1@:1@:57 2813 sz@38d cm:2358 fm_price_get_discount_info.cpp:5l6 1:s5z@388:loadpricelist: @:main:663:13654@5657:0
unknown error occured
<location=PIN_ERRLOC_DM:4 class=PIN_ERRCLASS_SYSTEM_DETERMIMATE:1l errno=PIN_ERR_MONE:@:
<field num=@:@,® recid=@ reserved=@ reserved2?=0 time(sec:iusec)=0: 0>
<facility=0 msg_id=0 version=@:
E HMon Apr @8 1@:1@:57 2813 sz@384 dm:25736 dm_subr.c{ld4):3486 l:s5z03@4:loadpricelist:@:main:663: 13654@5657:Q
CRACLE error: do_proc_execute : PINStmtExecute: code 6576, op @
=0R&-@E576: not a walid function or procedure name
E Mon Apr @5 1@:1@:57 2813 sz@3@d dm:25736 dm_ops.c{232):11286 l:s5z@3@4:loadpricelist:@:main:663: 13654@5657:@
op_exec_sproc : do_exec_sproc returned error for the procedure ("PRICING_DISCOUNTMODEL .GET_DISCOUNT_MODEL")
E Mon Apr @8 1@:1@:57 2813 sz@3@4 dm:25736 dm_back.c{31):1448 1l::5z@3@:1loadpricelist:@:main:663:13654@8657:@
DMbe #49: process_op: op 31(PCM_OP_EXEC_SPROC), err 43(PIN_ERR_STORAGE) .
E Mom fpr @8 1@:1@:57 2813 sz@3@3 dm:25736 dm_subr.c(1d49:3486 l:sz@3@4:loadpricelist:@:main:663: 1365408657:@ |::> dm_oracle.pinlog
ORACLE error: do_proc_execute : PINStmtExecute: code 6576, op @
=0RA-@6576: not a walid function or procedure name
E Mon Apr @8 1@:1@:57 2813 =:z@3@84 dm:25736 dm_ops.c{232):11286 l:sz@3@:loadpricelist:@:main:E663: 13654@5657:@
op_exec_sproc : do_exec_sproc returned error for the procedure {"PRICING_DISCOUNTMODEL .GET_DISCOUNT_MODEL")
E HMon Apr @8 1@:1@:57 20813 sz@3@3 dm:25736 dm_back.c(31):1448 1::5z83@4:1loadpricelist:@:main:663:13654@8657:@
DMbe #49: process_op: op 31(PCH_OP_EXEC_SPROC), err 43(PIN_ERR_STORAGE)
Collapse back to 10 ines
=0racleBRM - | =cm_pinloglog = | =dm_oracle_pinlog loy - | =PIN_ERRLOC_Dh:4 - | =PIN_ERRCLASS_SYSTEM_DETERMIMATE - |

cnupinlog

Fig 23. The result from correlating events from 2 different sources by the help of correlation ID

From figure 23 we can see that correlating log events is more efficient with Splunk. Errors that are
recorded in two different places means that they were caused or happened in multiple components of
the integration system. With the complexity of the integration system, it will be very time consuming
to investigate this kind of error. That’s why this combining logs capability will be very helpful to
analyze and investigate error that occurred in multiple components of integration system.
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8.3. Challenges met during this phase

There are some problems that | met during this phase; most of the problems met in this phase
happened during implementation of the case sample into Splunk. This phase will explain the problem
in detail, what the causes were and how | solved them. The first problem was concerning the log file,
as explained before the log file from the Oracle BRM system is not very well structured. This became
a problem because it was difficult to understand the log file, and it was also hard to find interesting
data in the log file. To solve this problem, I asked one of Accenture’s consultants, Peter van Gulik,
who understands how Oracle BRM systems work. With his help and the Oracle BRM manual book, |
was able to understand the meaning of the log and found which data were interesting to be shown with
Splunk.

After | was able to understand the log, the next problem came during inserting the log into Splunk.
Splunk user interface are web-based which means they are accessible using web browser, this cause
problem while uploading the cm.log file (it size was around 3, 3 GB). The problem arose when | want
to send the file to be indexed in Splunk, the system just say ‘Saving’ without any progress or time left.
After waiting few hours, I knew that this will not work maybe because the web browsers have problem
processing file size that big.

The only solution that | had was to take some part of the log so | will just use smaller part of the log
for the demo. To be able to do this | have to open the log and this bring another problem, because most
of the text editor (Notepad, Notepad++, Wordpad) are not able to open file this big. | looked for
another program that support big files (gVim, Emacs, Large Text Viewer) but it was also unsuccesful.
This happened because they need to load the log contents to RAM, which proved to be an impossible
task as the log itself had 3,3 GB in size and the RAM in my system are only 4 GB.

In the end | used program called Total Commander (an Orthodox File Manager, an old way of
managing files and data) that are able to give preview of the file. From here | found that most of the
log files consist of whitespace, and in the end what | need to do was just to clear the whitespace.
Unfortunately, Total Commander does not support editing feature so | have to copy the text manually
part-by part-and save them into a new text file. After removing the whitespace, the log file size was
reduced into around 500 MB and I can successfully upload it into Splunk.

After all the log files were indexed in Splunk, the next step was to input the regex so Splunk can find
the patterns in the log files. Making the pattern, of which value Splunk has to extract was not a big
problem, but finding the correct begin and end anchor with the regex was trickier. To explain it more
clearly 1 will took one example from the event below. For this event, | wanted to take the
“fm_bill mb_apply charges error” string. This is the string that the Accenture’s developer made by
themselves to know more about the error, and as we see the pattern of all the value that we want is

character.

E Wed fpr 17 @@:1@:38 2013 sz@304 cm:22281 fm_bill_make_bill.c:74@0 l:sz@3@:pin_cycle_forward:22277:3:102:1366150237:553
fm_hill_mb_apply_charges error
<location=PIN_ERRLOC_RTP:19 class=PIN_ERRCLASS_SYSTEM_DETERMINATE:1 errno=PIN_ERR_EBAD_WALUE:46:

<field num=2:@,@ recid=@ reserved=0 reserved?=@ time{sec:usec)=0:@:>
cfacility=@ msg_id=18@13 version=@:

Fig 24. Snippet of an event from with the value that want to be extracted

Taking the end anchor is easy as we only need to take the ‘<’ before ‘location’. The begin anchor was
a little bit tricky, cause if we took a “:” then a digit and then the space before the first character (in this
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case “:553 ), then Splunk will took the beginning value as ‘:22281 ’ because it has the same pattern
and will extract all the string from “fm_bill make bill.c:..” until the end anchor. To solve this problem
I use more value as the beginning anchor, so not just the “:553 “ but the whole ID (in this case

the pattern recognition from regex, other problem was also emerge because not all value have the same
pattern in log (e.g. the ID can have 8 or 7 character sets). The only solution to solve this incorrect
patterns recognition was to follow the rule of thumb, which are:

e Be sure to give the regex for beginning and end anchor as specific as possible

o Meanwhile, try to be as flexible as possible (e.g. use wildcard character that can be used to
substitute any characters in a string) for the regex that are used to match the pattern of text we
want to capture

If Splunk recognized the wrong values, it will also affect the accuracy of our analysis from the log
files.

The last problem that | met during this phase was emerged during correlating between two logs
(cm.pinlog and dm_oracle.pinlog). The search query used to look for this value was not complex, but
it caused efficiency problem because of the big number of events that has to be checked.
Mathematically, there will be around 285 billion events have to be checked which made Splunk took
about 15 minutes just to find the logs that exist on both of the logs. Because of this, | have an idea to
find another way of checking both of the logs to increase the efficiency of correlating logs.

At first | used a method where every event in first log file has to be checked against every event in the
second log file. But as I explained above, this method proof to be inefficient because every change we
made in the query used for searching for this correlating logs (e.g. time range) made the system redo
all the checking again. The new method I used is more efficient as I divide the query into two smaller
parts. The first step of the new method is to list all the ID that exist on the first and second log files,
and then do a distinct count of the sources (because it recorded in two different places the value have
to be 2) and finally filter all the event that only have value 1.

The first step will give us all the ID that existed in both logs, the second step is to use the ID to look
for the specific events. The new method need only around two to three minutes to completely give the
value we looking for, even though it will absolutely bring more work to the user (2 vs. 1 step query).
But looking from the efficiency point of view and considering of the small log events that can be
correlated (Only around 10 events that can be correlated from 384.000 events on first log and 85.000
on second log), it was not worth the time it took by the first method to find them. Because of this, |
think the second technique is more valuable, because it will cut drastically the time needed to do the
analysis.

Version: 1.0 (Final) Page 37
10-06-2013



Graduation Thesis Using Splunk to Manage Integration
System'’s Log Files

9. Assessment phase

This last phase was aimed to assess / evaluate the value that Splunk bring to the problem inside the
case. | used two different approaches to complete this phase: The first approach was by analyzing what
features Splunk has and what kind of solution that its features can bring to the problem. The second
approach was by interviewing person who has knowledge of how the Oracle BRM system works
about his view of Splunk. | will explain them in detail in this chapter, more information about what
advantages that Splunk brings and what possibilities Spunk has can be found in the appendix D.

I had a good understanding what Splunk capable of after completing the proof of concept. From these
capabilities, | try to analyze what kind of value that Splunk bring to the problem existing in the Oracle
BRM log files. One of the added values from Splunk is the ability to manage unstructured data coming
from the log files (more values can be found in the appendix D). The second approach was done by an
interview | did with a Accenture’s consultant, Peter van Gulik, who familiar with the technical and
functional operations of Oracle BRM. This interview was began by me giving a presentation / demo of
the capabilities of Splunk, and after that | asked his opinion what kind of useful features that Splunk
can help with the Oracle BRM log files based from his experience.

All the information that I gathered from this phase are summarized into a product report. This report
will give Accenture the overview of all the benefits that Splunk able to bring to the Oracle BRM case
in this project. Besides that, | will also assess my experience with Splunk to see what are the values
that it can bring on general. This was done because Splunk is a big data management tool which
means it can manage all big data files and log files is just one example of them. This part can also be
use give insight of what Splunk can be used for beside for the log files. Finally this product report also
acts as the end deliverable of this phase which is also the final deliverable of this project.
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10. Conclusions and Recommendations

Integration systems are used by the companies to integrate all their systems and applications.
Integration is a crucial step because companies, especially the large ones are very dependent with IT to
support their daily business operations. Business conditions are usually unpredictable which means
there can be a lot of changes in short period of time, so IT systems should also be flexible to changes
to be able to support them. Without integration, modifying disparate IT system will be nearly
impossible, because of all the effort and time needed to accomplish this.

Accenture offers various integration systems packet from multiple vendors and as an IT consultant
company; they will also help their client to implement it. Most of the time their client have a special
wishes for tools that cannot be acquired easily from the default tools provided in the packet. This
cause Accenture to custom made these tools for each client, even though some of them are commonly
asked by the clients, which takes lot of time and cost a lot of money before the whole integration
systems are ready. Accenture know that there can be a lot of time and cost saved if they can reuse tools
into different client situation, and they want to assess the possibility of these reusable tools via a proof
of concept which become my assignment.

During my research | discovered that there are a lot of 3 party tools available in the market today.
These tools are vary in size, license (open source and paid), and type (e.g. message queue, monitor,
error handler, etc) are able to work along with most of the integration system available these days.
After | had a discussion with my company tutor, we decided to build a tool that can help to monitor,
notify, track, and report log files from the integration system. For this purpose we chose a tool called
Splunk to be built into the proof of concept.

Splunk is a big data management software, that help to manage and index all machine generated big
data (e.g. log files). We decided not to use dummy data to make the proof of concept look more real,
instead my tutor was able to acquire several log files from a billing system use by a Dutch
telecommunication company. The billing system they use is Oracle BRM who have very large (one
log have size over 3 GB) and unstructured log files which makes them unusable.

After implementing the log files into Splunk, | was able to uncover a lot of valuable data, e.g. an
overview of all the errors and what cause them. At the end of the project I also did an assessment of all
the benefits Splunk can bring, and | can conclude that Splunk can bring values to all company that
need helps in managing and analyzing their machine generated big data. Finally, after the
approximately 5 months doing this project, | am also able to conclude that using 3" party tools along
with the integration system to be able to fulfill Accenture’s client special wishes is feasible.

To close this chapter | have two recommendations for Accenture that | can give based on my
experience from this project. The first one is about the usage of Splunk in general, Splunk is a very
good tool with very intuitive Ul which make it easy to use and learn. This is a perfect tool for
companies that need help with big data, because it will not only bring benefits to technical but also to
the business side of a company depending on what kind of data uploaded into Splunk,. The second
recommendation is to make use of 3" party tools for type of tools that are not provided in the default
integration package to help Accenture save time needed to deploy a client solution. From my
experience in this project, | was able to make Splunk work with Oracle BRM logs within a month and
| believe this will also apply to other 3" party tools. The time that saved in here will also ultimately
reduce the whole cost of implementing an integration system.
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Evaluations

Working at Accenture was a priceless experience for me, because | am able to work with integration
system for my graduation project which was also an amazing opportunities for me to have more
knowledge on that field. At the beginning of the project, | was still a bit vague of what | have to
deliver in the end. This was caused by the complexity of integration system and my lack of experience
with them, that’s why | took some time to do basic research about the integration systems. The theory
of ERP that | got from school helped speed up the process of my research, | can understand the basic
of integration systems within 2 weeks after the start of my project .After | get the basic understanding,
the project became clear to me and | can began drawing up the project plan.

After my project plan was complete, | began the first two phases with researching. It was a little bit
difficult at the beginning because the field that | researched was not well known on the internet; this
means that | was not able to find information easily about the subject. | need to rephrase my search
query multiple times before | can get the information that | looking for. From this research I
discovered something interesting, there is still no naming standard for components in the system
integration field (e.g. load balance component is also called network balancer in some company)
which can lead to confusion.

The most memorable moment was when | received the log at the first time; | was surprised seeing that
it has 3 GB in size. It took me around few hours to be able to open that log files, and few days to be
able to load it into Splunk. It was also an interesting moment to saw what Splunk can do with those
log files via their graphical user interface, because usually log files are text based which means people
have to fully understand the syntax used to be able to analyze them. Other memorable moment was the
positive reaction from other consultants when | gave them a short demo of the proof of concept |
made.

Finally the creation of this report was a bit challenging for me. 1 am not good at explaining things, and
there are a lot of terms and abbreviations in this report which make things more complicated. But with
this report, | also learned a lot about how to make a good report which will be very useful for me in
the future. Beside that I am fortunate to get help from my school and company tutor, and also from
friends who I’ve asked their time to read and give feedback to my report; which in the end made me
able to delivered this detailed report of my project. Overall, | was happy with all the experience that |
got from working on this graduation project at Accenture. Beside experience, | also got knowledge
and skill that will be very useful for my career in the future.
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Description of the graduation project:

1. Describe the problem analysis:
Enterprise Integration Platforms are extremely important in today’s business; applications need to
communicate with each other within the Enterprise Domain. There are many software vendors who
provide out-of-the-box toolbox that can be used to build-up any given integration solution.
But most of the time, Accenture still have to build and rebuild common components that go on top of
the default toolbox provided by the software vendor; for example: Error-Handling, Logging,
Implementation Patterns, Development Tools etc. Nowadays time to market becomes more and more
important and Accenture decided that there can be a lot of re-use and time-saving if they build up a
fixed library of re-usable components and standards that can be implemented in different client
situations.

2. Describe the graduation assignment.
The objective of the assignment will be to set up generic components and standards for a specific
platforms that can be easily plug-and-played into any given execution architecture. Specific task that
have to be done in this project will be listed below:
1. Investigate availability of components - Enterprise Integrations platforms existing in the market
today.
Define a generic execution architecture common for any Integration Platform.
Select one of the platforms which seem interesting as a proof of concept.
Design and implement a set of components which can be used as a proof of concept.
Asses the feasibility for the build-up of a common set of assets to be used across solutions.

i

This project will also be a great opportunity for me to know more about enterprise domain because I am
very interested about how an architecture, that used mostly by companies nowadays, works.

3. What is the research component of this assignment?
There are three research areas that have to be done in this project, the first one is to investigate the
availability of components within Enterprise Integrations platforms that exists in the market today. The
second one is done after all the components ready to be deployed, this research is concerning which
platforms (for example: IBM, TIBCO, SOFTWARE AG, ORACLE etc.) is good and interesting to be
used as proof of concept. And the last research is to see whether the result of the proof of concept can
also be implemented into other solutions.

4. What are the methods and tools?
Accenture offers the following methods and tools: The Accenture Delivery Methods (ADM),
Enterprise Search functionality and vendor documentation.

5. How and by whom will you be guided by the company?
Who: Guy Hagemans
How: Both face to face and via teleconferencing.

6. What fields of Study play an important factor in realizing the graduation assignment?
There are several fields of study involved in this project. The first one is information analysis, [ have to
analyze the enterprise integration platform systems that are available nowadays, then figure out what
components will be made and finally decide on which platform it will be deployed.
The next one is design; like other software development project the components that will be made have
to work as efficient is possible, this can be achieved through a good design. The last one is realization
where the result from design phase is implemented and finally all the components have to be tested so it
will run perfectly.
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Appendix B : Project Plan

Project Plan

Enterprise Integration Framework

>
accenture

High performance. Delivered.

Author: Fransiskus Prayuda
Version 1.1 (27 May 2013)
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1. Introduction

Naturally, enterprise architecture consist from a large number of applications and systems that
are relied by the company to conduct day-to-day business operations. A company can have systems
that are acquired from either third party or developed in-house to support their employee information,
costumer relationship, business logic and etc. In theory, breaking these complex business processes
into smaller tasks are desirable to make the systems that support them easier to implement and more
flexible to business and technologies advancement. This separation make enterprise integration
platforms extremely important in business today as it helps applications to communicate with
other systems in and outside of the enterprise domain.

Accenture are able to deliver integration packet (software and systems) from various
vendors. Even though out of the box integration platforms provide a toolbox to build-up any given
integration solution, most of the time they have to custom made some tools that go on top of the
default toolbox by the client demand. Making these tools took a lot of time and on other hand the
time to market is also important, which in the end initiate this project to start building a proof-of-
concept from one of the commonly asked and valuable tools to see if Accenture can start reusing
in multiple projects in the future. This document will serves as the base plan during the whole
duration of the project.
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2.Project Statement

2.1 Formal client

The formal client for this project is Accenture Nederland B.V. which is represented by Guy
Hagemans.

2.2 Project leader

Fransiskus Prayuda will act as the project leader and is responsible for all communication between the
project participants and the external parties.

2.3 Current situation

Today’s medium to large business use a very vast application landscape to support their daily
operations. This landscape can consist of more than one systems running at the same time. Recently
there is an increasing need to have all those system integrated to make them more flexible and
responsive to business changes. Usually integration system need more than one dedicated system /
platform to fulfill the integration process because of the size and complexity of the data stored inside
each system. The separation between the main and integration system is also necessary to keep the
performance of the main system unaffected by the integration process.

Integration systems, or usually called Enterprise Application Integration (EAI), are one of the products
that are offered by Accenture Technology Solutions. In this case Accenture can deliver a lot of
integration platforms (e.g. IBM, TIBCO, SOFTWARE AG, ORACLE, etc.) because of the diversity of
their clients. These integration platforms also include some default tools that can be used to support
the integration process.

2.4 Project justification

Even though the integration platforms packet consist a lot of tools that can support the whole process,
most of the time there are specific wishes from the clients for some types of tools that cannot be
obtained from those default tool in the packet. Accenture has to spend a significant amount of time to
custom made (sometimes even from scratch) those tools that are commonly used for several clients.
Beside that the time to market is equally important, and Accenture know that time and money can be
saved with the re-use of commonly used tools that can be implemented into different client situations.

2.5 Project product

Accenture Technology Solutions want to see a proof-of-concept from one of these tools. This working
demo will also be used to see the possibility of reusing other tools into different client situations in the
future.

2.6 Project deliverables and non-deliverables
The project deliverables for Accenture are listed below:

Deliverables Description

Analysis Report This will contain the result from the analysis
phase which consists of the available tools /
component that are mostly requested by the client
and available in the market nowadays. This report
will also contain overview of products that can be
used to handle the tasks from those tools.

Product Comparison Report This deliverable will give more explanation of the
features from several products that are interesting
to be implemented
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Product Report

This report will give detailed information of the
effect from implementing one of the tool into a
real life case. This report will also explains if the
tool that will be implemented is working well or
not, and what are the advantages that the tool
brings to Accenture and its clients.

Setup guide / manual to install the tool (Optional)

This deliverable will help the implementation / set
up of the tool on another project in the future

2.7 Project constraints

The project have to be completed in 100 working days (about 20 weeks) and the documents / report
must follow the Accenture’s format so it can be published on Accenture internal website so the
information can be used around the company. Other constraint is some basic knowledge about the
integration system itself (e.g. how the system work and what kind of data types being transfer from
one system to another) because in the end the tool have to be able to work together with them.

2.8 Project risk

Risk Severity Likelihood Mitigation

Insufficient work Significant Probable Make a set of goals that want to be

hours achieved every week and compare the
project progress with the main project
plan

Lack of knowledge Moderate Improbable Try to look for information about the

about the commonly components on the internet, look for

requested tools book for reference or follow online
training and ask among Accenture
colleagues

Lack of Catastrophic Probable Make communication plan and try to

communication with contact them with email or telephone

school and company frequently, also make personal visits

mentor to Almere and Eindhoven

Changes in project Significant Remote The end product that must be

requirement delivered is already set from the
beginning of the project

Availability of Significant Remote Look in the analysis phase if there

integration tools that will be sufficient tools in the market

can be used as proof to support the rest of the project

of concept

Availability of sample | Catastrophic Probable Communicate with the formal client

case that can be used
for the proof of
concept

few weeks before to make sure a case
sample is available. If it is not
available, dummy data also possible
to be used for the proof of concept
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Legends:

Risk Rating = Likelihood x Severity
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S

e Significant 4 4 8 1 2

v

f Moderate 3 6 9 12 15
; Low 2 4 6 8 1 0
/ Negligible 1 4 5

1 2 3 4 5

Catastrophic - STOP
Unacceptable |:| URGENTACTION Improbable

Undesirable [_] ACTION
Acceptable [[0] MONITOR
pesirable [Jl] NoAcTiON

Remote | Occasional | Probable Frequent

Likelihood

3. Project Phasing

The projects will be divided into phases for easier control, which a product / sub-product will be
delivered at the end of every phase. | will use the standard waterfall method in this project because
most of the phases need the information resulted from the previous phase. At the beginning of each
phase there is also a possibility to meet with the formal client to talk about information of the products
that will be delivered and some problems that occurred in previous phase that still need to be fixed.
The project itself will be divided into 4 big phases, which are:

1. Initiation
2. Analysis
3. Build

4. Assessment
Each of the phases will be explained in more detail below.

3.1 Initiation

The aim of this phase is to gather more detailed information about the project which is: the way of
integration system works and the tools that are mostly desired by the clients of Accenture. The steps
that will be taken in this phase are listed as follow:

1. Find out the commonly requested type of tools by clients via Accenture employee

2. Do a market research for related type of tools that already at mature stage. This research will
be done by using the sources listed below :

Accenture KX (knowledge bank)

Google

Accenture global network

If required, an interviews with one of the Accenture employee

3. Make a detail overview for every type of tools (e.g. what it is used for, what are the advantage
it bring)
4. Decide with the formal client which kind of tool are interesting to be built in this project
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The milestone for this phase is a report in which consist the list of type of tools that are gathered
during this phase with a short description for each of them. This analysis report will also act as the end
deliverable of this phase.

3.2. Analysis
The purpose of this second phase is to choose a specific product that in the end will be built as proof
of concept. The steps that will be taken are listed below:

Look for products that can take care the tasks of the chosen type of tools

Experiment with them to know what are the features and highlights of each product

Make a list of criteria that can be used to compare all the products

Make comparison from all the products by using the criteria created in the previous step
Decide with the formal client which program will be used to make a proof of concept /
working demo

akrowbdPE

The milestone for this phase is a comparison report which shows the key features of the related
products, which also serve as the end products of this phase. The report will also give an overview to
help the formal client to choose which program is interesting to be built in this project.

3.3 Build

This phase will be specifically used to build the proof of concept / working demo, the first step that
have to be taken is to look for a sample case. This can be done by communicating with the formal
client to look for a possible case that can be used for making the proof of concept. The next step after
receiving the sample case is to start building the demo by following these steps:

1. Analyze the data from the sample case to look for possibilities of which features from the
program that can be shown in the demo

2. If required, do an interview with other consultant who are experienced with the system to
look for interesting data that could be used for the proof of concept

3. Implement them one by one into the program

The final deliverable for this phase is a working demo / proof of concept using the data that is
provided by the client from the sample case. Because this phase will be quite long, the development
will be divided into several milestones. Each milestone will deliver a prototype from the final product
which can be used to get feedback from the formal client; this prototype will also allow the client to
control the development progress. Finally, the feedback from the client can be used to further improve
the quality of the next prototype so in the end we can have a good quality proof of concept.

3.4. Assessment

This is last phase and to do this phase all the program’s functionalities have to be working completely.
The aim of this phase is to make a product report that covers overview of the result from the whole
project. The steps that have to be taken for gathering required information will be explain as follows:

1. Assess the added value that Splunk bring to the project

2. If required, consult with another consultant who understands the system from the sample
case by giving small demo from the proof of concept.

3. From there, try to also assess the value that Splunk can bring to another project in general

All of this information will also be put into the product report which will act as the milestone and end
deliverable of this phase. Finally, if there is still time left in the project a manual will be written to help
another employee to use and set up the tool in the future.

Version: 1.0 (Final) Page X
10-06-2013



Graduation Thesis Using Splunk to Manage Integration
System'’s Log Files

4. Management plan

With the limited resources that are available for this project, this section will cover the plan to manage
all the resources as efficient as possible and made all the deliveries that delivered have high quality.
This section divided into 6 which are Money, Skills, Quality, Information, Time, and Organization.

4.1 Money
There is no money involved in the project, so this part of project plan is not applicable for this project.

4.2 Skills

Skills that are needed to complete all the deliverables on each phase of the project will be explained in
the table below :

Phase Skills needed
Analysis Person who have knowledge about the existing tools the company have
nowadays, which can be represented by formal client
Design Knowledge about the system and requirements that are needed by the client
Build and Deploy /
Implementation Programming skills to make sure all the functionality working as desired
4.3 Quality

To ensure the quality of the deliverable, there are several techniques used in this project:
- Application quality will be ensure by using functional testing / black box testing to make sure the
system are able to do what it required to do. Because of the system already built by the company that
provides them, it will be a waste of time to do white box testing (unit and / or system testing) because
of the complexity and knowledge of the source code needed from the tool itself.
- Project plan quality will be checked using S.M.A.R.T. which means:

o All the phase will have their own period of time

e After each phase, a check will be done to make sure the progress is on time

o All the steps that will be taken will be discussed first with the client to make sure that

the time can accommodate with the work load

- All document will be created using Accenture format so it can be used within the company

4.4 Information
This part will explain the paperwork that resulted from this project and the role of each parties.

Project Leader Formal Client School Tutor

Project Plan Dr S Ar Di AR DiAR
Analysis Report Dr S Ar DiAR -

Product Comparison Dr S Ar DiAR -

Product Report Dr S Ar DiAR -

End products Dr S Ar DiAR -

Final Process Report Dr S Ar Di AR DiAR
Legends: Dr Drawup S Send

Di Discuss R Receive
A Approve Ar Archive

4.5 Time

The project will be started on 5" February 2013 and finish on 30" June 2013, the Gantt chart below
will explain in more detail how the time divided between each phases and when is each milestone will
happened which mark the deadline of each deliverables.
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The milestones are deliberately put before the end of each phase so if a problem arise, there is still
time to take corrective action to fix the problem.

4.6 Organization

The organizational structure of this project is shown in the following organization diagram:

Formal Client
Guy Hagemans

University Tutor
Henk Aarts

Project Leader
Fransiskus Prayuda

Position

Responsibilities

Project Leader

Responsible for the whole project progress

Regular contact with the formal client

Make appointment with the school tutor

Formal Client

Approve the documents done by project leader

Accept the deliverables of the project

School Tutor

Gives suggestion / feedback over the documents
and reports for Fontys
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This Communication Plan mentions all parties with an interest in this project and the way in which
they will be involved plus the means of communication that will be used.

Interested Parties in this project

Who

On Behalf of

Interest Means of communication

Guy Hagemans

Accenture Nederland

Phone : 0652367895
Email :
guy.hagemans@accenture.com

Formal Client

Henk Aarts

Fontys Hogeschool

Phone : 0885071026
Email : n.aarts@fontys.nl

School tutor

Fransiskus Prayuda

Phone : 0647221292

Email :
fransiskus.prayuda@accenture.com
p.prayuda@student.fontys.nl

Project Leader

Means of Communication

From To Information Medium | Frequency of data
Project Leader | Formal Client | Process of the project Report | At the end of each phase
Project Leader | School Tutor | Progress of the project / | Report Every 2 weeks
Log book
Formal Client | School Tutor | Overview of the Meeting | 2 times during the whole
assignment project
Project Leader | School Tutor | Final Process Report Email At the end of every month
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Appendix C : Detailed information about the components

Types

Usage

Benefits

Load Balance

Distributes work across multiple
physical systems

Improve performance by distributing
work into several servers

System Management

Provides health monitoring and
deployment facilities

Monitor the status of the whole
integration system

Audit Records EAI system and service Same benefits with notify, track,
events, both normal and abnormal | monitor, and report but in this case it
involves all processes in enterprise
system wide not only the integration
ones.
Recovery For a process that fails, this service | Any process that was in the middle of a
recovers the state of the process to | process and fails will need to be
a previously known status that recovered to a previously known status
preserves data integrity to maintains the integrity of the data
Parse Takes a stream of input data from | The other part of ETL process, this

the network and creates structured
data from it

components take care conversion of
data(flat files, table, etc.) into a
suitably format for transportation

Event Monitor

Monitors all system events except
integration events

Overview of all process in the EAI that
are not connected to integration
process

Error Raising

Detects abnormal events and raises
them as error events

Raising error that are detected as
abnormal event to the handler

Error Handling

Processes an event that the Error
Raising service has raised as an
error

Handling error that raised by the error
raising component

State Management

Manages the integrity of the status
of processes

Overview the status of operations on
applications that are integrated by the
EAI system.

Resource Enlists resources for the transaction | To maintain the status of the internal
Management manager processes of the EAI system
Archive Periodically archives data from the | Archive message during transport so if

metadata services

the system fails, it can be used as
backup and recovery

Message Queue

Manages and orders the persistence
of messages

A mechanism to ensure that data can
be reliably stored until the EAI tool is
ready to process the data further. This
service is a basic element of
asynchronous messaging inside EAL. It
also allows the EAI tool to manage
resources efficiently and makes the
EAI tool more resilient and scalable
than synchronous integration
mechanisms.

Transformer

Uses the rules specified in the map
of each data element to transform
the contents of each element of
input data to the corresponding
element of output data

The main process of EAI which is
basically a part of ETL process,
transforms sources data, filter
unnecessary data and finally load it to
the destination systems.
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Router

Allows the EAI service to represent
a route to facilitate integration

Filter

Provides a mechanism for users to
filter out information from certain
data

Validate

Can be used to validate many
elements of the data, such as
syntax, format, and range

Make sure the data that is being
transported is valid to make sure data
integrity between systems

Map

After structured data has been
validated, the Map service tries to
map it to the output data

Useful to map the data that will be
transported, so EAI knows what kind
of transformation process the data
needs

Configuration
Management/Versions

Tracks configuration changes to an
EAI component or modifications of
EAI metadata, and maintains old
versions

Manage modifications that happen to
EALl, it’s also useful to maintain old
versions of the EAI

Notify

Electronically informs a business
user of a particular event in the
EAI tool service through a standard
communication channel

Track

Provides a way to analyze the log
created by the Audit service to
provide a trace of a complex series
of related data

Monitor

Monitors all processes in the EAI
tool and tracks the service levels of
the processes dynamically

Report

Provides reports to both business
users and system administrators

Monitor all events that are happening
inside the EAI, this information can be
used to the report or notify components
to the business user. In the end the
business user can see any anomalies
happened in the process and track back
which processes cause it.
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Appendix D : Assessment over the benefit that Splunk can bring

Value that Splunk brings to the billing system

We already saw that log files from the Oracle BRM are very big and complex, which make them
unusable even though it contains a lot of valuable information about the system. The first value that
Splunk able to bring to the log files is the help manage them. After uploading the log files, Splunk will
directly indexed all the log events and separate each log based on their time it occurred. In Splunk
search menu, we can directly see a timeline with a graph bar of how many events occurred per day
(time range can also be set). This feature will directly bring the next value which is helping to
analyzing the log files; the timeline with number of occurrence will help analyzing the cause if there is
an event spike on a specific time range.

Splunk search feature also capable of making summary with the help of (distinctive count, group by,
etc) to further help with the analysis process. In the proof of concept | made a summary of all errors
happened and what causes them, this summary will help developer to prioritize in which error / bug
should be fix first. Besides that, Splunk also help to discover the underlying cause of several errors
that were previously unknown (e.g. data constraint violations, errors in custom developed and
extended modules, etc.). Another feature that will bring a big help on analyzing the log is the ability of
Splunk to correlate events between two logs.

Integration system in nature is a very complex system, there is a possibility that an error happened in
one component are caused by another component and vice versa. Without Splunk this correlating task
will be very time consuming because not all log events can be correlated. But with a correlating query,
Splunk is able to return log events that are already correlated from multiple sources and this will bring
a big help in analyzing complex errors that happened within the system.

Beside of all the features explained above, Splunk also have real-time monitoring and alerting
capabilities which are able to further improve the quality and stability of the whole integration system.
Finally Splunk can bring changes to the methodology developer investigate error from reactive to pro-
active approach. Usually developers investigate using top-down method by looking at functional error
to find the underlying technical errors that cause them. By using Splunk, developers are able to
discover technical errors and fix them before they are causing functional error. In short, the developers
can maintain the system more efficiently and stay ahead of all the errors. In the next chapter we will
see on how Splunk can also benefit to other type of files it indexes.

Valut that Splunk can bring in general

Splunk is a big data management which means it can index not only log files but all kinds of machine
generated big data. In the previous chapter we already saw what kind of benefit Splunk can bring to
Oracle BRM’s log files; in this chapter we will see what value Splunk can bring in general (big data)
view. As a big data management, the first and main usability of Splunk is to manage big data and help
user to analyze / gather information from those data.

Beside the search feature that already mentioned above, Splunk also feature a very interactive user
interface. The user interface is made very simple so that the users who have no previous experience
with Splunk can still use the program intuitively. This simple yet powerful user interface offer a big
help in simple data mining operations, because the user will still be able to find the data he is looking
for even without using the search language that Splunk has. Even though the search language is still
needed for complex data mining operations (e.g. making summary or overview of a category).
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In the previous section, we already saw about correlating data between two logs files. But Splunk
capability of correlating files is not only for log files, Splunk also able to correlate value from extern
data storage file (e.g. database file, csv file, etc). With this capability, if there are business data in the
log file we can correlate them with more detailed business information which makes it possible to do
business analysis and monitoring only from the log files of the system.

Finally, Splunk has monitor ability which able to help us keep track of all these business and technical
information. This monitor will also be able to be put into dashboard along with other monitor from
various sources that we made to give quick overview of all things happening inside the system or with
the business itself. Moreover, the monitor feature are also able to give alerts which means we can set
Splunk to let it monitor for certain category and let Splunk send an alert to us if a certain value in that
category is reached. From all the added values explained above, we can see that Splunk will bring
benefits to any kind of business by helping them manage big data that are generated by their systems.
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